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Trigraph Professional Services

An Executive Briefing :- “Fundamentals of Networking”

Description:
The last decade has seen an explosive rise in the number of network & security technologies, and the emergence of totally new related disciplines. Keeping abreast of these developments represents a huge challenge to Irish corporate customers, but one with a large potential payback. Understanding the fundamentals of network selection, implementation and operation, allows an organisation to deploy applications to all business units securely, while delivering cost efficiency and performance improvements.


The most prolific source of formal certification-led training and self-study material is the network vendor community itself (directly and via the trade press). Using such material as the primary source for personal development presents a difficulty :- there is typically a very narrow, product-specific focus. The focus is not to lay a product-independent foundation, which would allow the recognition of basic principles, and would encourage effective decision-making based on the generalised application of specific topics.

This two-day course is designed to act as a primer for delegates on the key issues in selecting, deploying and operating modern communications networks. One goal of this briefing session is to de-mystify the complex discipline of network design, using a product-independent approach, based on a holistic business and technology perspective. The four key topics explored in this briefing are :-

Wide Area Networking (WAN)
Local Area Networking (LAN)
Telephony (including IP Telephony)
Network Security

Audience:
This briefing is suitable for ICT and sales professionals who need a foundation course in network technologies. This will help attendees assimilate subsequent product-specific training and work experience more effectively, by defining a context for the associated skills and knowledge.

It is also appropriate for ICT managers, who want a fast-track introduction to emerging network technologies and how to derive maximum business benefit from them.
Duration:
Two days.

Objectives:
On completion of this Briefing, delegates will:

· Be comfortable with network concepts and terminology

· Have a working knowledge of the different WAN, LAN, Telephony and Security solutions, equipment and services

· Understand how these technologies can be used by the organisation to gain competitive advantage

Briefing Content

Introduction

SECTION 1 – WAN

Network Evolution

The role of Protocols

Mainframe vs Client Server

SNA and OSI network architecture

Dedicated WAN Hardware

Modems, Muxes, Routers

Evolution of a model remote site office

Wide Area Network (WAN) Options

Analog vs. Digital Transmission

Eircom Dassnet / Digital Solutions

Local Loop Technology

Modems, Baseband Modems, NTUs, Line Drivers

Evolution of the carrier “clouds”

WAN Design

Frame Relay

Frame Relay vs. X.25

CIR & EIR

Latency

Thin vs. Fat client implementation

MPLS Networking

MPLS vs. Frame Relay

MPLS Backbone Network Design


CE, PE, LSR Routers

MPLS Quality of Service (QoS)

MPLS Voice Transport

MPLS Value Add Managed Services

DSL

DSL Technology (local loop)

DSL Availability

DSL Contention

DSL for Internet Access

DSL for MPLS Access

Design & Resilience

Bandwidth requirement estimation

ISDN resilience

Local loop resilience

Router resilience

Typical Customer WAN Solutions




SECTION 2 – LAN

LAN Components
Network Operating Systems
Cabling & Network Topologies
Workgroup Technologies
Ethernet, Token Ring, Wireless LAN
Backbone Technologies
LAN Network Hardware
Repeaters & Hubs

Bridges & Switches

Routers & Multi-layer switches

VLANs

LAN Switch “packaging” options

TCP/IP
TCP/IP Protocol Review (4-layer model) 

Addressing

Routing

Diagnostics & Troubleshooting

IP vs. IPX

Typical Customer LAN Solutions
SECTION 3 – Telephony

Telephony
Traditional (TDM-based) PABX Architecture
Call Centre / CRM Philosophy
IP Telephony (IPT) 


IP-Centric PABX Architecture

IP-Enabled PABX Architecture
PABX Networking

Analogue vs. Digital

Voice over Frame Relay

Voice over IP (VoIP) 

IP Telephony Benefits & Issues

Mains power

Impact on data network
Typical Customer Telephony

Solutions
SECTION 4 – Security

TCP/IP & Internet

Analysis of Primary Internet Applications


eMail


Browsing

Routing Considerations

Security : Basic Applications

Firewall technologies

Application of firewalls to secure Internet applications


Multi-zone firewalls

Multi-layer defence strategies


Intrusion Detection


Intrusion Prevention

Secure mail solutions


Mail gateways

Secure browsing solutions


Proxy servers


Content Security

Security Appliances

Security : Remote Access

Remote Access Technologies

Authentication & Encryption

SSL vs. IPSec

Non-TCP/IP Applications

Internet Resilience & High Availability

Typical Customer Security Solutions
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